Mudge aka Peiter Mudge Zatko

“Mudge” Peiter Mudge Zatko

Better known as Mudge, the hacker who testified to the
Senate that he could “take the Internet down in 30
minutes”, Zatko has been a pioneer of the commercial
information security and warfare sector since the 1980s.
The leader of the hacker think-tank “LOpht”, he founded
@stake and Intrusic and currently works as a Division
Scientist for BBN Technologies (the company that designed
and built the Internet).

Mudge is the creator of LOphtCrack - the premier MS
password auditor, SLINT - the first source code vulnerability
auditing system, AntiSniff - the first commercial
promiscuous system network detection tool, and Zephon -
Intrusic’s flagship product focused on Counter Intelligence
/ Counter Espionage for corporate Insider-Threat. His other
software works are now included in several distributions of
commercial and public domain operating systems.

As a lecturer and advisor Mudge has contributed to the
CIA’s critical National security mission, was recognized as a
vital contributor to the success of the President’s
Scholarship for Service Program by the NSC, has briefed
Senators, the former Vice President and President of the
United States, and has provided testimony to the US
Senate multiple times.

An honorary plank owner of the USS McCampbell and
referenced as part of ‘U.S. History’ in Trivial Pursuit, his
mission remains constant to “make a dent in the universe”.

BBN Technologies

Economics, Physics, Psychology and
How They Relate to Technical Aspects
of Counter Intelligence/Counter
Espionage Within Information
Security

The computer and network security fields have made little
progress in the past decade. The rhetoric that the field is in an
arms race; attacks are becoming more complicated and thus
defenses are always in a keep-up situation makes little sense
when 10 year old root kits, BGP and DNS attacks that have been
widely publicized for years, and plain-text communications
streams are still being taken advantage of. This talk looks at the
environment without being skewed by currently marketed
solutions. It then presents corollaries for environments in
different disciplines, such as economics and physics, talks to
certain psychological situations that prohibit researchers and
organizations from being able to correctly address the problems,
maps these solutions into Counter Intelligence and Counter
Espionage models and finally applies them to low level network
and systems communications. This presentation involves audience
participation to point out ways of breaking the helplessness cycle
(for the defensive side) or to better target areas for exploitation
(for the offensive side).
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Physics, Psychology, and
Economics as applied to
Counter Intelligence / Counter
Espionage InfoSec
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{mudge@bbn.com, mudge@uidzero.org}

Background
LOpht EOP
@stake Democr,Bﬁgmm Georgetown University
CIA OST/P DoD
Office of Science and Technology
Dept Of the Alr FOI’CG Dept Of Commerce
M I T Partnership for C;E:gn]t:igmcmre Protection NSC
oL LG National Security Council
NSA
BBN Dept. of the Navy
Intrusic
SERPRILE Dept. of the Army
U.S. House of Representatives e
FBI -
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Contributions to the Field

*LOphtCrack (aka LC4)

*AntiSniff

*LOphtWatch

*NFR (IDA)

*Zephon

*SLINT

«First explanations and public presentation of how
to write buffer-overflows

*MonKEY

*DragonBallz

*Kerb4 - Kerberos Auditing tool

*Sculpting of MS security response organization
*Forced Intel to create security response
procedures and channels

*Considered one of the fathers of ‘Advisories’
Crontab local root Advisory

*Recognized as a vital contributor to the success of the President’s
Scholarship for Service Program by the National Security Council,
Executive Office of the President

*Modstat local kmem advisory
*Sendmail 8.7.5 advisory

*Test-cgi remote inventory advisory
«Imapd local shadowed password file retreiva
Solaris getopt(3) Elevated Priveleges advis
*RedHat 6.1 Init Scripts Race Condition advi

*Security Analysis of the Palm Operating
Weaknesses Against Malicious Code
eInitial Cryptanalysis of the RSA Secur
«Cryptanalysis of Microsoft’s PPTP A
Extensions e
«Cryptanalysis of Microsoft’s Point-to-Po;
Protocol
Ji(s,
*Etc. *

Psychology (1)

Functional Fixation and Learned Helplessness

Cell Phones
(scanners, tracking,
clocks, capabilities)

Who {was,is} Mudge?

Coins
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Psychology (2)

The Finality of Initial Spin
(implied biased interpretation)

*Advisories and Tools
*LOphtCrack - LC4 - John the Ripper
*Bo2k - PC Anywhere - VNC
*ISS - Virus/Worms
*Presentations semantics
*Passive vs active voice

*Vendor security warnings

How important is Funtional Fixation again?

How Serious is Functional Fixation?

digital self defense
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Intrusion v Attack v Compromise

é
Attacks draw unwanted attention. It is, and always has been, .
preferable in most situations to use credentials that are
permitted on a system - however those credentials are obtained.
This way, there is no actual “attack” as far as IDS would
classify it.

Like a mole in a government agency, the greatest value is
achieved through unnoticed longevity in the target
environment. The expected movement and characteristics of
information and it’s handling related to business functions
must change in these cases and provides us the ability to

identify such covert activities. Profiling the business functions :.{.
and their information flows on the internal network is the A
o arje . & J
important component, not profiling the people. i :'.:' .
s e
L
L=
L]
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Examples of purpose and service offerings
provided by systems residing in each network segment

Sl e of system.

“Trial or proliolyps senices baing tastad fhat

PEQUITS INEECTON W SX18Ma) GrTaips of
anganizations (u=ually nal expecied ta ba
Internet permanani}
nes Machings are not managad by comorata T (1, no

o, backups. canfiguralion, uokeap. st

Systoms hare ara not tha sracal companands, par
a9 they abie fo accass Ihe crilical dataisystems of
me organizasan

Sl miember of sysiem

Wl defined services wilh well defined acoess
mechanisms.

The sanices offered on ese syslems must b
‘accessible by aryona from any extemal lecatice

The datafinfarmalion required Bves on the infernal
ework and is pisced oe mover 10 these
machines in order o be accessed from extermal
ozalicns,

The machines are managed, canfigured, and
backes up by corperate IT

The systems are conigured with security in mind
and ase sirped of superthuous efaull services,
hardened at e OS level, and updated with
relevant vendar patches,

While nt the erilical comperents of the
argaizalion ey show an abvious path from the
nlemet 10 the inteinal netwark wheve criical
eamponents resids

DNS. o el s o e

Targs rumiier of systems
Employe systems. cosparate servers. and uliy systems such as prilers.

Seldom i with
full access avaitable (0 alher systems kacated on the infernal netwerk,

Generalized estimate of value/risk/
importance of the data and systems
relative to the organization

The criical campenents exist nal only on the nlerral servers inleded fo
pravide access (o Ihem, bul an Backup servers, and dsbibuled acrass
chenliuser systers hal inferact with e,

External 2%
DMZ % While all of the systeims potenially 131 under IT awnarship, e
Internal __ 91% canfiguration. moniloring, badkup, and mainlenance dusies are direcled

toward the small nuréier of server resturcas.

digital self defense



MiSpemep“%grrections

Greater than 90% of illicit entry is opportunistic
‘ and accomplished through "piggy-backing"

through authentication mechanisms and
subsequently hiding of internal presence.

Entry to critical (ie Internal) environments is
accomplished through overt and directed
48 [no attack takes place and activity is not

acks.

[see above - additional ref phys laws]
Even overused FBI/CSI reports show internal

Detection is accomplished through compromise as the majority of problem... even

identification of attack while in progress. if attack potentially is the method employed, it
is a fraction of the duration posed by the risk
and compromise.

data and or information, along with active or
passive uses of it are the critical components.
al risk

Systems are the critical components at risk.

network and system data movement and
handling follow standard infarmation theory -
this highlights problems which are easily

| mapped back to actors/agents.

Profiling - anomaly detection is based upon
‘mapping and/or modeling users and alarming
when inappropriate behavior is seen.

Once inside, further access 10 syslems is ‘ Once inside, furlher access is granted and |
achieved via subsequent altacks. requires little to no effort.

In almost all segmented deployments, the
The-altacker has e agvaniage, the ‘ defender is al a tremendous advantage.
defonder is ata d VCE/Ar of Warlete models correet]]

Current Environment

Intruders are already inside most corporations often sitting on
key components of critical infrastructure usually without
knowledge of exactly what they are in control of

accidental catastrophic failure is possible

intentional catastrophic failure is possible
Passive control of systems is much more desirable than
disruption or damage without purpose

Target selection is opportunistic
The selection is often acquired from within a large selection of systems, usernames, and
passwords of already compromised systems
vpn - scanning DSL/Cable/Dialup - [also known as Island Hopping] [

sniffed credentials of corporate d from schools/universities [Fluffy
Bunny d ated and d d this in his compromise of Akkamai, and other
substantial environments]

shell systems or other large user-base machines through trojan’d binaries/applications
sniffed credentials obtained via compromised systems at ISPs

Passive control and tools have not changed much since pre 96
Cloaking tools have not changed much since pre 96

digital self defense
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Mudge's Physics of Networks

General Sciences Physics Internal Networks | ‘P

Resources and
communications paths are
restricted in scope

Interactions are constrained Laws of
[conservation of energy] Caonservation

Basics of communications

are static
Universality of Physics Laws NamonL':wSeomd [initiate-recieve, produce-

[fundamentals of mechanics] consume, not limited to OS1
layer 1]

care tenants are not

Physics primatives are changed across
Frame-Independent Laws of Relativity environments
[special relativity] [multi v unicast, packet v

circuit, phys v application]

Electric and Magnetic Fields packets, systems

are Unified Laws of applications, human
|electromagnetic fields - Canservation “randomness" are unified by
electromagnetic waves] business purpose/functions

Particles behave like waves Packets, streams, flows,
(special relativity) Newton's Second information creation and
[quantum, nuclear - Law consumption all behave
Schroedinger] similarly.

‘Some Processes are
irreversible (special relativity)
[thermal physics - entropy]

One way finite state
machines within all 0S|
layers

Laws of Relativity

- Comfter Intelg 'St
.1. 4 rﬁlﬁf"%

- {-ﬂ 5\
Wl ¥
£ Identlfy the netwérk reality t (;gﬁt!wld momtor

-
)

oT
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Clients and Servers

Produce (C/S) d
Consume (C/S) i
Initiate (C/S) i
Receive (C/S) ?

“Constant” in purpose  (C/S)

“Single” in scope (C/S)

Periodic Request Spacing?

Internal "Client" External "Server”
SYN -
0400 GMT g RST
SYN >
0800 GMT g RST
g L
SYN > .
1200 GMT g RST ’ g
.
SYN >
1600 GMT RST
e | §
»
L
SYN » 2] <
2000GMT o SYNIACK — L g A
oK > { s
LA
' -
(ete...) ; ot 'N
' -
-

digital self defense

SONIdA1Idg9 LVH MOVT14a



SONId3d1dd LYVYH MOV14a

Jmfemcwe s Ne
-h.ﬂ .L;_ i
l-if“ ALy : "'aw, : *

2 5% '-"b

digital self defense




Conversational Statistical
Analysis

k¥ 1
[ T )
_IJ : ; I'I
Only useful anomaly detection ; l'_: |
Based on subset of protocol(s) { z’f? -If'"|l|
Can include non-critical violations as " IJ."': | f
acceptable | * o i b
Maps real world communication syntax as L’ 7|
opposed to theoretical RFC violations | 273
Basis of real world cryptanalysis :

2

a b e d e f g h i | kK I m n o p g 1 g2 t u v w x 1y
82 1.5 2.8 43 127 22 2.0 6.1 7.0 0.2 0.8 4.0 2.4 67 7.5 1.9 0.1 60 63 91 2.8 1.0 2.4 0.2 2.0 0.1

Source: hitp://www simonsingh net/The_Black_Chamber/frequencyanalysis html
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Session Durations .

HTTP Session Durations (from 7543 total sessions)

121-517sec
3%
61-120sec
5%

11-60sec
12%

3-10sec

9%

0-2sec
71%

at’e

Some a-priori beliefs. ..

System Initial a-priori beliefs (selected)

Generic System Does not change MAC address
Does not fragment local packets -
Does not send or receive packets out of order .
Consistently sets initial TTL value
Client ports are allocated above 1023
Does not run well-known services on ports other than
their assigned number
Predominan does not send bad TCP cksums
Used for well-defined purposes that are persistent over
time
Os fingerprints do not change

Client System tes network requests

marily a data consumer

Repeatedly accesses the same servers / services
Predominantly uses non-interactive services

Does not engage servers simultaneously for small t
medium size transfers

Consumes data in bursts

Acts as a client (or peer)

Does not access other clients as servers

Etc.
Microsoft Clients Use MS services like Netbios, SMB, etc.
Etc.
Unix Desktop Does not use MS services except for SMB/CIFS

Uses Unix services and protocols (IP printing, NIS,
RPC, etc.)

Server Does not access clients as servers
Is a limited client (DNS, Etc.)
Does not use DHCP
Etc. *
Do not perform system administrator functions, eg:
mount IPC$ shares, reset passwords for others, et

Users
Etc.
Do not perform user functions, e.g.: engage in
System Administrators  workflows, access certain databases, etc.

Do not perform sys-admin functions from remote
machines
Etc.
Almost always direct transfers (no "stepping stones")
Data Objects/Flows
Almost always immediate (not store and forward)
Almost always non-interactive
Almost always accessed as sub-elements (exception: full
backups)

,'
.
.
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Why Security As We Know It
Does Not Exist

Vulnerability Scanning - Keeping up to date on Patches
Host Based Intrusion Detection -Network Based Intrusion
Detection

Who cares???

Why Security As We Know It
Does Not Exist (cont)
#®No Foreign *Login
#NNPI *Username
*PPP
#NRWAN i
@®SIPRNET «Sam files
@®WINTEL +Sdi files
#BETIS *Config files
#SECRET L iy o B
#CONFIDENTIAL RS Y fid
*INPO 7
@ATDT o Q0% A
= L] -‘
#[0-9][0-9][0-9]-[0-9][0-9][0-9][0-9] '; Cadrsiily
#Modem . ;I&
#Password Examples: NY power outage, .: .
Telco, DoE/NERC/NRC, etc. *
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Problem Solving Basics: Locksmithing-101
Opening a Door That has Spring Latches

Solution:

-- Pull on door knob and hold tension on it

-- Unlatch L#1 and release

-- Unlatch L#2 and release

-- Repeat: going through all latches until door opens

Mudge’s example to the FBI-QuanticoHQ / NSA - 2000

digital self defense
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